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PROTECTING APIS 
WITH ZERO TRUST OVERLAY 
MESH NETWORKS



ABOUT ME



THIS IS DEFINITELY NOT ME

“Developers don’t care 
about security

“



VERY COMMON THEME



“SHIPPING IS A FEATURE”

https://www.joelonsoftware.com/2009/09/23/the-duct-tape-programmer/



ZERO TRUST
IN MY APP?



ZERO TRUST
IN MY APP…



LET’S SECURE SOME APIS

• Long-time developer - 20+ years

• Grew up with Java -> C# -> Golang -> C

• Mostly API work

• Telecom -> IoT -> Zero Trust Networking

(THIS IS ME)



What is a 
secure by design 

API?



vs “Mad Max”“The Beast”



Strong
Identity

Continuous
Authorization

Least
Privilege

Zero Trust



X.509
JWT
What is a “Strong Identity”



Continual Authorization



Least Privilege



WHAT IS AN “OVERLAY NETWORK”?

The Internet



Overlay Network

Controller

WHAT IS AN “OVERLAY NETWORK”?

Router Router

Edge RouterEdge Router



Overlay Network

Controller

WHAT IS AN “OVERLAY NETWORK”?

Router Router

Edge RouterEdge Router
Service

Overlay Network 
Aware ClientOverlay Network 

Aware Client

NO listening ports
NO hole in the firewall



• Self-healing
• Optimal Routing
• Active Load Balancing



Zero Trust Zone

ZTNA:
ZeroTrust

Network Access

Zero Trust Zone

ZTAA:
ZeroTrust

Application Access

Zero Trust Zone

ZTHA:
ZeroTrust

Host Access



ZTNA: ZeroTrust Network Access
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ZTHA: ZeroTrust Host Access
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ZTAA: ZeroTrust Application Access

Zero Trust Zone

Host NetworkHost Network network/internet
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Local 
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“trusted” zone “trusted” zone



ZTAA: ZeroTrust Application Access
WITH HARDWARE ROOT OF TRUST

Zero Trust Zone

Hardware Root of Trust!





Authorize 
Before Connect 
(AB4C)



Even a single open inbound port is too many

User
Internet

WAN
3rd-party network

Web server

Firewall

1 2

Open to the 
Internet/Network
(Layer 3, port 443)

Identify, authenticate 
and authorize the traffic

Server accepts 
underlay traffic



The Zero Trust Model that Works

zero trust overlay network
Web server

Firewall

1

Deny all inbound

Server accepts 
overlay traffic

2

Authenticate and authorize 
identities before to specific 

network services

2

Traffic is authenticated and 
authorized before traffic is 

sent to the server 

AB4C = Authenticate Before Connecting

User



Service

ZERO TRUST CONNECTION

Ziti Network

Controller

Router Router

NO listening ports

mTLS
Underlay Port

NO inbound 
firewall rule

Edge Router Edge 
Router

Overlay Network



End to End 
Encryption

End-to-end Encrypted Connection

Application Connection

mTLS Connections 
(between identities)



Router
Identity

Router
Identity

Router
Identity

Router
Identity

End-to-end Encrypted Connection

Application Connection

mTLS mTLS mTLS

Zero Trust End-to-End Encryption



LOOKING AT CODE!
ENOUGH WITH THE PICTURES



Network 

All Local

nosecurity-
server

nosecurity-
client

OPEN PORT: 18080
NO TLS!

NO SECURITY   



COMMON.GO

func CreateServer() *http.Server {
    svr := &http.Server{}
    mux := http.NewServeMux()
    mux.Handle("/", http.HandlerFunc(index))
    mux.Handle("/domath", http.HandlerFunc(mathHandler))
    svr.Handler = mux
    return svr
}



COMMON.GO

func CreateUnderlayListener(port int) net.Listener {
    ln, err := net.Listen("tcp", fmt.Sprintf(":%d", port))
    if err != nil {
       panic(err)
    }
    return ln
}



NOSECURITY - SERVER.GO

func main() {
    httpServer := common.CreateServer(nil)
    ln := common.CreateUnderlayListener(common.InsecurePort)
    log.Printf("Starting insecure server on %d\n", common.InsecurePort)
    if err := httpServer.Serve(ln); err != nil {
       log.Fatal(err)
    }
}
const InsecurePort     = 18080

NO TLS



MTLS WITH SPIRE



Universal identity control 
plane for distributed 

systems



Network 

All Local

spiffe-server spiffe-client

SPIRE Agent SPIRE Agent

SPIRE
Server

OPEN PORT: 18081
MUTUAL TLS!

MUTUAL TLS WITH SPIRE



SPIRE - SERVER.GO

func main() {
    httpServer := common.CreateServer()

    opts := workloadapi.WithClientOptions(workloadapi.WithAddr(common.SocketPath))
    spire.ConfigureForMutualTLS(context.Background(), httpServer, opts)

    ln := common.CreateUnderlayListener(common.SpireSecuredPort)
    log.Printf("Starting server secured by SPIRE on %d\n", common.SpireSecuredPort)
    if err := httpServer.ServeTLS(ln, "", ""); err != nil {
       log.Fatal(err)
    }
}



SPIRE PACKAGE

func ConfigureForMutualTLS(ctx context.Context, server *http.Server, opts workloadapi.SourceOp
    source, err := workloadapi.NewX509Source(ctx, opts)
    if err != nil {
       panic(err)
    }

    // Create a `tls.Config` to allow mTLS connections, and verify/authorize
    // clients presenting certificates with SPIFFE ID `spiffe://example.org/client`
    clientID := spiffeid.RequireFromString(common.SpiffeClientId)
    tlsConfig := tlsconfig.MTLSServerConfig(source, source, tlsconfig.AuthorizeID(clientID))

    server.TLSConfig = tlsConfig
}



SPIRE - SERVER.GO

func main() {
    httpServer := common.CreateServer()

    opts := workloadapi.WithClientOptions(workloadapi.WithAddr(common.SocketPath))
    spire.ConfigureForMutualTLS(context.Background(), httpServer, opts)

    ln := common.CreateUnderlayListener(common.SpireSecuredPort)
    log.Printf("Starting server secured by SPIRE on %d\n", common.SpireSecuredPort)
    if err := httpServer.ServeTLS(ln, "", ""); err != nil {
       log.Fatal(err)
    }
} ServeTLS!!!



Network 

All Local

openziti-server openziti-client

SPIRE Agent SPIRE Agent

SPIRE
Server

Router

Controller

SECURE APIS WITH OPENZITI

localhost:8600

:8600 :8600



Network 

All Local

SPIRE Agent SPIRE Agent

SPIRE
Server

Router

Controller

openziti-server openziti-client

SECURE APIS WITH OPENZITI

:3022

1280::1280

NO open ports!
End to end encryption

:3022

Open Ports at the 
Routers



AUTHORIZING OPENZITI 
IDENTITIES



OPENZITI CONFIGURATION

signer=$(ziti edge create ext-jwt-signer zpire-ext-jwt zpire \
  --jwks-endpoint http://${SPIRE_OIDC}:8601/keys \
  --audience "spiffe://openziti/jwtServer")

authPolicy=$(ziti edge create auth-policy zpire-auth-policy \
  --primary-ext-jwt-allowed \
  --primary-ext-jwt-allowed-signers "${signer}")



OPENZITI CONFIGURATION

# create two identities for 'server' and 'clients'
ziti edge create identity service zpire-jwtClient \
  --auth-policy $authPolicy \
  --external-id "spiffe://openziti/jwtClient" \
  --role-attributes demo-services-client

ziti edge create identity service zpire-jwtServer \
  --auth-policy $authPolicy \
  --external-id "spiffe://openziti/jwtServer"\
 --role-attributes demo-services-server



OPENZITI CONFIGURATION

# create two demo services
ziti edge create config openziti-and-spire-intercept.v1 intercept.v1 \
  '{"protocols":["tcp"],"addresses":["openziti.spire.ziti"], 
"portRanges":[{"low":443, "high":443}]}’

ziti edge create service openziti-and-spire-service \
  --configs openziti-and-spire-intercept.v1 -a demo-services



OPENZITI CONFIGURATION

# create two demo services
ziti edge create config openziti-and-spire-intercept.v1 intercept.v1 \
  '{"protocols":["tcp"],"addresses":["openziti.spire.ziti"], 
"portRanges":[{"low":443, "high":443}]}’

ziti edge create service openziti-and-spire-service \
  --configs openziti-and-spire-intercept.v1 -a demo-services



OPENZITI CONFIGURATION

# authorize identities to bind
ziti edge create service-policy demo-services-bind-policy Bind \
  --service-roles '#demo-services' \
  --identity-roles '#demo-services-server’

# authorize identities to dial
ziti edge create service-policy demo-services-dial-policy Dial \
  --service-roles '#demo-services' \
  --identity-roles '#demo-services-client'



OPENZITI - SERVER.GO

func main() {
    httpServer := common.CreateServer()

    opts := workloadapi.WithClientOptions(workloadapi.WithAddr(common.SocketPath))
    jwt, _ := spire.FetchJwt(common.SpiffeServerId, opts)
   spire.ConfigureForMutualTLS(context.Background(), httpServer, opts)

    ln := openziti.CreateOpenZitiListener(jwt, "openziti-only-service")
    log.Printf("Starting server secured by OpenZiti on the OpenZiti overlay, no open port\n")
    if err := httpServer.ServeTLS(ln, "", ""); err != nil {
       log.Fatal(err)
    }
}
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   spire.ConfigureForMutualTLS(context.Background(), httpServer, opts)

    ln := openziti.CreateOpenZitiListener(jwt, "openziti-only-service")
    log.Printf("Starting server secured by OpenZiti on the OpenZiti overlay, no open port\n")
    if err := httpServer.ServeTLS(ln, "", ""); err != nil {
       log.Fatal(err)
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OPENZITI - SERVER.GO

func main() {
    httpServer := common.CreateServer()

    opts := workloadapi.WithClientOptions(workloadapi.WithAddr(common.SocketPath))
    jwt, _ := spire.FetchJwt(common.SpiffeServerId, opts)
   spire.ConfigureForMutualTLS(context.Background(), httpServer, opts)

    ln := openziti.CreateOpenZitiListener(jwt, "openziti-only-service")
    log.Printf("Starting server secured by OpenZiti on the OpenZiti overlay, no open port\n")
    if err := httpServer.ServeTLS(ln, "", ""); err != nil {
       log.Fatal(err)
    }
}



OPENZITI.IO

github.com/openziti-test-kitchen

https://openziti.github.io/

twitter.com/openziggy

Search for “OpenZiti”

twitter.com/openziti

github.com/openziti

openziti.discourse.group

Proudly supported by 

• Multi-cloud-native
• Secure-by-design
• Develop-once - deploy-anywhere
• Infrastructure-as-Code

CLINT DOVHOLUK
Developer / Zero trust evangelist
CLINT@OPENZITI.ORG 

mailto:clint@openziti.orG
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